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&.. 1 '200 Qualified |T security decision makers & practitioners

1 7 Countries represented around the world

19 Industries represented

TURNAROUND CONFIRMED

86.2%  g5.395 84.7%

Mexico
South Africa
Colombia
Spain

Brazil
France
Turkey
Saudi Arabla
Germany
China

UK

USA

Canada
Singapore
Australia
Japan

Italy

CLOUDFLARE Security
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FOREMOST THREATS
The cyberthreats causing the greatest concern:

b= Phishing /
Malware i
€= E Ransomware

Al A FORCE FOR GOOD IN CYBERSECURITY?

Will Al provide more benefits to security teams or to threat actors?
Significantly more security professionals believe they will gain an
advantage than think the opposite.

[ ——
U
23.8%

Account takeover /
credential abuse attacks

Security teams will
benefit more from Al

Both will benefit
about equally from Al

Threat actors will
benefit more from Al

POSITIVE OUTCOMES FROM Al

Security professionals expect Al to help them improve their
ability to:

Detect/block cyberthreats

Respand to security incidents
Detect/patch vulnerabilities
Accomplish mare with fewer resources

Research threat actors and their tactics

BOARDS ADDING CYBERSECURITY EXPERIENCE
A surprising number of boards of directors include at least one
member with a cybersecurity background.

62.2%

37.8%

FEWER ORGANIZATIONS AFFECTED BY RANSOMWARE

The percentage of organizations victimized by ransomware was
the lowest in four years.

72.7%
68.5%

2019 0 2021 2022 2023

WIDESPREAD SECURITY SKILLS SHORTAGE

Fighty-six percent of organizations are experiencing a shortfall of

&I BLUECAT Delinea opentext”

4 5SailPoint  THREA tufin

No board member
with security background

Atleast one board member
with security background

HOW TO IMPROVE JOB SATISFACTION
The top four ways to improve job satisfaction and employee
retention in the organization's cybersecurity organization:

(1] 2] 3] (4]

Work schedule
flexibility

Increased
compensation

Cybersecurity training
and certification

Job performance
recognition / awards

HOTTEST SECURITY TECH FOR 2024
The security solutions with the highest "plan for acquisition”™
rating in each of our four technology categories:

#1SOLUTION

Network security Wext-generation firewall (NGFW)
Endpoint security Deception technology/honeypat
Application & d Bot

Security managment & operations. Advanced security analytics

CATEGORY

Copyright © 2024, CyberEdge Group, LLC. All rights reserved. Version 1.0.
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KuBepvoao@aleia evowel NIS 2*

EU IT investments: INFOSEC represents 9% (2023) from 1.9% (2022).

. f"is" - EU IT spending: Median rose to 15M€/organization (2023). INFOSEC spending
doubled from 0.7M€ (2022) to 1.4M€ (2024).

IT Full Time Equivalents (FTE): For INFOSEC, it declined from 11.9% (2022) to
11.1% (2023).

CyberSec Workforce: 32% of organisations (59% of SME) struggle to fill
CyberSec roles, particularly those requiring technical expertise. 89%
expect to need additional CyberSec staff.

NIS 2 Cybersecurity budgets: Organisations anticipate a one-off or permanent
increase in CyberSec budgets (NIS 2). SME (34%) cannot afford it.

Cyberattacks: 90% of entities expect an increase in cyberattacks next year, in
terms of volume, costliness or both.

: Preparedness: 74% of entities focus their CyberSec preparedness efforts
P — =Y internally, with much lower participation in national or EU-level initiatives.

a4l Awareness: 92% of entities in-scope are aware of NIS 2 basics. Several entities
B ) E in certain new NIS 2 sectors are not aware.

“ S : * NIS Investments - Cybersecurity Policy Assessment, EU Agency for Cybersecurity (ENISA), November 2024.
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2024 Global Cybersecurity Workforce Estimate

5,457,173 ...

2024 Global Cybersecurity Workforce Gap

4,762,963 ....

FIGURE 2
FIGURE 3

REGIONS ~ ~ REGIONS ./’ =~
EUROPE g EUROPE
o ) | NORTH 392,320
L | 1,300,023 i :
m +12. 8%
1,454,868 \ 542,687 :
2 = ( £ i N N
— gt ASIA-PACIFIC ASIA-PACIFIC
: MIDDLE EAST | 997,068 MIBDLE EAST 3,374,580
- A\ & AFRICA T & AFRICA +26.4%
AMERICA ‘ 431,302 L LATIN AMERICA 124,978
1,273,868 - 328,397 +11.8%
[ -0.9% =

“...in 2022, the shortage of cybersecurity professionals
in the European Union ranged between 260,000 and 500,000,
while the EU’s cybersecurity workforce needs
were estimated at 883,000 professionals ..."” **
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* Global Cybersecurity Workforce Prepares for an Al-Driven World, Cybersecurity Workforce Study, ISC?, 2024.
* (ISC)? in Assessing Cyber Skills on the basis of the ECSF, ENISA webinar, Feb 2023.

** European Cyber Security Organization (ECSO), Joint Communication to the European Parliament and the
Council, EU Policy on Cyber Defense, JOIN(2022) 49 final.
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O1 TEXVOAOYIKEC “dIXHEC TOU 3OpaATOC” O OUVEpPYEIA™

1ISC?2 Cybersecurity teams do not have sufficient numbers or the right
range of skills to meet their goals.

Pathways to enter the cybersecurity workforce are changing, as
are their priorities.

Diverse backgrounds can help solve the talent gap.

The expected advancements of AI will change the way
cyber respondents view their skills shortage.

Cyber professionals confident Gen Al will not replace their role.

Gen Al presents benefits and challenges for cybersecurity.

Organizations need a Generative AI"* strategy to responsibly

-, implement the technology.
4 'wr i .ﬂ.f I.|',||'

~ 8 *  Global Cybersecurity Workforce Prepares for an Al-Driven World, Cybersecurity Workforce Study, 1ISC2, 2024.
- ** Gen Al (Generative Al f Mapaywytki TN) eivat eidog Texvntrig Nonpoouvng LKavo Vo TIPAyEL KELEVO,

:;?' ELKOVEG, BIVTEO KATL. HECW TIOPAYWYLKWV LOVTEAWY, CUXVA WE OAVTNON O EpwTnuata (prompts).
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CyberHubs Project:

Eupwnaikn npwTtoBoulia yia Tnv KuBepvoao@aAe&ia

CyberHubs (3<TéC project):
Anogkonei oTnv avTieT®NIon TNG EAeyng enayyeAdaTiov KuBepvoaopaAeiag otnv EE.

>TOXOG €ival n avanTugn evoc anodoTikoU Kal ouvepyaTikoU eupwndikou diIkTUou nou Ba
evioXUOEel TIC OEEIOTNTEC TWV ENAYYEAUATIWOV QUTWV.

C CyberHubs

AvdAuon avaykwv

|

=
S

>§ >UAoyn dedopevwy o€ aplBuouc (2024) AvaAuon noAAanAwv pedddwv

§ ] 7 xwpec (BeAyio, EaBovia, EAAGOa, Ionavia, 1. 'Epeuva TEK}.Ir]piO)O'r]q

E = NiBouavia, ZAoBevia, Ouyyapia) _(Chnon + npoogopa)

& - 193 pehétec avalBnkav 2. Ava)\uon KEVQV Beocwv €pyaciag

S 3. 'Epeuva peow epwTnuaToAoyiou

2.612 6<osic epyaoiac peAeTnONKav
616 anavTno&IC o€ EpWTNUATOAOYIA
147 npoypaupata eknaideucng

120 ouvavTnoEIC EPNEIPOYVWHOVWY

4. Opadec €0TiaoNC EPNEIPOYVWHOVWV
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https://cyberhubs.eu/resources/

AnoTeAEoHATA TNC AVAAUOCNC AVAYK®V
Kupiapyol poAol kal OeEIOTNTEC

(0 Cybersecurity 2 IT-related ii Organisation- @& Transversal

skills skills related skills (soft) skills

C CyberHubs

« Cloud Security + System « Strategic * Problem-
* Information Administration Planning solving
Systems & & Integration * Risk « Acting
. Network * Network Management Responsibly
< Security/Cyber Management * Business « Communication
¥ Resiliency - Enterprise Continuity - Ethical
5 « Data Privacy Architecture & + Process Behaviour
25 « Threat Analysis Infrastructure Control
8 g « Incident Design
5 3 Management « Operating
S 2 Systems

O o amapaitntot poAot

Chief Information Security Officer (CISO) = a Q@
2 Cybersecurity Implementer — #

P -, . 5 5 Cyber Incident Cybersecur it
e Cyber Incident Responder S Responder Gt

Avaykn yla €€LOIKEVUEVOUC (TTLO TEXVIKOUC pOAOUC) emayyeEAUOTIEC yLa TNV
KOTATIOAENON TWV EEEALYUEVWV OTIELAWV.

EmayyeApatieg yia umootrpén tng cuppopdwonc pe Kavoviopouc (ry. NIS2).



EAAada: Znoudec oTnv KuBepvoaopaAsia

Mpoypappara Eknaideuong & Karaprionc:

EANGdSa: Eknaidevon & Kataption otnv KuBepvoaoddAeia (EQF6 — EQFS)

T 2021 2022 2023 202123
CyberHub M| w [mw| v | w [mw|wvm | w [mw|wm | w|wmww

C .CyberHub's

UNIVERSITIES 157 41 198 143 43 186 156 44 200 456 128 584
Undergraduate Programmes (EQF 6) - - - - - - - - - 0 0 0
S Postgraduate Programmes (EQF 7) 149 38 187 138 42 180 145 41 186 432 121 553
§ Ph.Ds (EQF 8) 8 3 11 5 1 6 11 3 14 24 7 31
F
©
g § COLLEGES 19 6 25 27 9 36 43 6 49 89 21 110
w:,-' '-:: Undergraduate Programmes (EQF 6) 6 0 6 9 2 11 24 1 25 39 3 42
8 = Postgraduate Programmes (EQF 7) 13 6 19 18 7 25 19 5 24 50 18 68
Centres of Training and Lifelong 03 o e . 5 5 = . - o . e
Learning (KEAIBIM)
TOTAL (Education, Training) | 173 58 231 171 65 236 218 74 292 638 218 856
1SC: 290 and ISACA: 190 (02/2024) No genderrela- | g
ted data kept

M ,.../ TOTAL (Education, Training, Certification) -
www g

* Network of European Cybersecurity Skills (CyberHubs), “Cybersecurity skills mismatches analysis (Greece)”, Erasmus+, Project

>
z 101140030, European Commission, Federation of Hellenic ICT Enterprises & Athens Univ. of Economics & Business, Oct 2024.
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- GREECE: Demand for cybersecurity professionals in the future
CyberHub Qualitative attributes
Roles in 2 years (highest first) A lot or substantial need (highest first)
Cybersecurity Implementer Data Privacy
Cyber Incident Responder Informatior.i §ystems & Network Security
/ Cyber Resiliency
Cybersecurity Risk Manager Incident Management
SRR — Access Controls / Identity Management
Cybersecurity Cybersecurity Architect Demand for Threat Analysis
rolesin the R(_)Ies aftt_er >3 years Cybersecurity No need or a limited need (lowest first)
(highest first))
future Cyber Incident Responder skills Supply Chain Security
Cybersecurity Implementer Operational Technology Security
Penetration Tester Digital Forensics
Cybersecurity Risk Manager Intelligence Analysis
Cybersecurity Researcher Al Security

Other skills (a lot or substantial need) (highest first)

IT related skills

Organisational skills

Soft skills

Hiring qualifications

Operating Systems

Risk Management

Analytical thinking

Formal certification relevant for the
role

Network Management

Education & Training

Creative thinking

Formal professional education
relevant for the role

Data Analysis

Process Control

Act responsibly

Bachelor/Master’s degree relevant
for the role

Enterprise Architecture
Infrastructure Design

&
Business Continuity

Problem solving

Certificates relevant for the role

System Administration & Integration | Strategic Planning

Planning and
organizing

Formal professional education in any
field

* Network of European Cybersecurity Skills (CyberHubs), “Cybersecurity skills mismatches analysis (Greece)”, Erasmus+, Project 101140030,
European Commission, Federation of Hellenic ICT Enterprises & Athens Univ. of Economics & Business, Oct 2024.
T E...—————_—__UUCUCUSS e
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ZTO YNPIako aupio 6a unapyouv
OUo kaTnyopiec Opyaviouwv:

‘'Oco1 Ba Exeuv UROGTEI
KUBEPVOENIOEDEIG
Kal
0ool1 dev 6a yvwpilouv
OTI £XOUV UNOOTEI KUBEPVOENIOETEIG

4/?9" ZTO YNPIako aupio Ba unepEXEl
y 4 pia kaTnyopia Opyaviop®V:

'Ogol dev Ba diabsTouv,
enapkn oTeAexn KuBepvoaopalsiag
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